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1   MODULE FUNCTIONS  
The Personal Web Suite module is designed to provide user’s operations with the PWS system 

(hereinafter referred to as the System) using a Web browser. Clients (ultimate users) can view reports and 
other information from OC on-line over the Internet.  

1.1   Abbreviations  
AT 1. - Alert threshold 
DB 2. - Data base 
EP 3. - “Electronic purse” work scheme 
NT 4. - Notification threshold 
OC 5. - Operation centre 
POS  6. - Point of sale 
RR 7. - Remote recharge 
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2   PERSONAL WEB SUITE OPERATIONS  

2.1   Module start  
The module start procedure involves several stages:  

1.   Start a Web browser (for example, Microsoft Internet Explorer).  
2.   Enter “Personal Web Suite” in the browser address line.  

The module first page (see Fig. 1) contains a user identification dialog box. To sign in the Personal 
Web Suite, type a personal login (user’s account name in the System) and a password assigned by the Sys- 
tem Administrator, then click Enter or press the enter key. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1. The user identification dialog box  

If no login / or password was entered, the login and / or password inquiry will appear.  
If the System has not identified at least one entered parameter, the “Wrong login/password” message 

will appear. Re-enter identification details considering the case and the keyboard layout. If the attempt failed, 
contact the System Administrator.  

If the System Administrator locked a client or disabled a login, the “Sorry, system access is 
restricted” message will appear.  

Note.  
The language of the identification dialog box and messages is set by the System administrator.  
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2.2   The module main menu  
The module main menu may be of two types - that with restricted functionality and the extended one. A 

user signed in for the first time will see the module short menu not including private data (see Fig. 2).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2. The module menu with restricted functionality  

Note.  
The “Subscribe” main menu item (the client’s status is “Not subscribed”) is available only  
upon signing in under the client’s login. If a user entered the Web service under the holder’s  
login (the client’s status is “No subscription”), the “Subscribe” item will not be available in the  
main menu.  

To obtain the extended menu (see Fig. 3) containing private data, subscribe (see subsection 3.1) and 
re-log in the System.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 3. The module extended menu  
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The module main menu comprises the following items:  
! “Main” - data on the current user, alert and notification thresholds, interface language se- 
lection (see subsection 3.1); 
! “Accounts” - a page displaying data on the user’s accounts (see subsection 3.4, p. 9). This 
page is not available if a user logged in under the holder’s login with the “only to own cards” ac- 
cess level; 
! “Cards” - a page displaying data on the user’s cards (see subsection 3.5, p. 9); 
! “Reports” - setting parameters to generate reports on services supplied to the user 
(see subsection 3.8, p. 11); 
! “Points of sale” - a list of points of sale (see subsection 3.6, p. 10); 
! “Help” - reference information entered by the System administrator (see subsection 3.7, 
p. 11); 
! “View   RR   requests” -   viewing   a   current   status   of   generated   RR   requests 
(see subsection 3.9, p. 12); 
! “Create RR requests” - generating RR requests (see subsection 3.8, p. 11); 

Note. 
RR related menu items are displayed in the module if RR operations were permitted by the 
System administrator. 

! “Cancel subscription” - cancelling access to private data (see subsection 3.3); 
! “Change password” - changing the System entry password (see subsection 3.11 on p. 16); 
! “Exit” - completing the System operation and opening the user identification dialog box. 

A user’s login for registration in the Web service is assigned by the System administrator. When adding a 
login to a holder, a user is assigned an access level restricting the amount of available information:  
 !    if the “to all client cards and accounts” access level is set, complete information regarding cli- 
 ent’s accounts and cards will be available;  

!    if the “only to own cards and all client’s accounts” access level is set, information regarding  
all client’s accounts will be available; but this concerns only cards the logged in client holds;  
!    if the “only to own cards” access level is set, information only about user’s own cards will be  
available. Access to data on accounts and account transactions as well as the “Accounts” page  
will not be provided. RR operations will be disabled even being permitted by the System adminis- 
trator.  
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3   THE MODULE MAIN MENU OPERATIONS  

3.1   The “Main” page  
Besides information regarding the current user, the page contains data on the status of his alert and  

notification thresholds for daily and monthly limits, if these thresholds are exceeded (see Fig. 3).  
 If the notification and / or alert threshold calculation values were not set in OC or these thresholds are 
not exceeded, the relevant fields will not be displayed in the “Main” page. If the NT or AT value for one of the 
limits is exceeded, the relevant fields will be displayed in the “Main” page and marked as “Exceeded”.  
 This page enables selecting the Web interface language. To do this, select a required item from the 
“Language” list and click Apply . The “Restart the application to apply changes” message will appear. Re- 
start the application. An interface language will change for the selected one.  

Notes:  
1.   The interface language may differ from that of the identification dialog box.  

2.   The interface and the identification dialog box languages will be the same when signing 
in under each login for the first time.  

3.   The button name depends upon the set interface language.  
 
3.2   Subscription  
To subscribe, select a relevant item in the initial main menu (see Fig. 2). The “Subscription” page  

will  appear (see Fig. 4);  mark  the “Please  send  me  information  over  the  Internet”  checkbox  and 
click Submit 

 
 
 
 
 
 
 
 

Fig. 4. Subscription 

Otherwise click Cancel . The program will go to the “Main” page in the System initial menu. 

3.3   Cancelling the subscription 
A subscribed user working with the extended menu (see Fig. 3) may cancel the subscription any time. To 

do this, select the “Cancel subscription” item in the extended main menu. The “Subscription” page will 
appear (see Fig. 5); mark the “I would like to cancel the service” checkbox and click Submit .  

 
 
 
 
 
 
 
 
 
 

Fig. 5. Cancelling the subscription  

To save the subscription and go to the extended main menu, click  Cancel  
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3.4   Accounts  
The “Accounts” page (see Fig. 6) represents data on user’s accounts, notification and alert thresholds 

and enables viewing reports.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 6. The “Accounts” page  

The account table consists of the following columns:  
! “Service” - service name and unit (in brackets); 
! “Balance” - account balance amount; 
! “Daily limit” - a daily limit amount, NT and AT for each service; 
! “Monthly limit” - a monthly limit amount, NT and AT for each service; 
! “Short term credit” - amounts of short term credits (this column is displayed only if a client 
was granted a credit); 
! “Report” - click View to go to the “Reports” page and generate a report on a service 
(see subsection 3.8, p. 11). 

Note.  
The “Accounts” page will not be available if a user logged in as a holder with the “only to own 
cards” access level.  

3.5   Cards  
The “Cards” page (see Fig. 7) contains the following information depending on the user’s access 

level: 
!    a list of currently allocated cards - for a user logged in as a client or as a holder with the “to all 
client cards and accounts” access level;  
!    a list of cards a user holds - for a user logged in as a holder with the “only to own cards and all 
client’s accounts” or “only to own cards” access level.  
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Fig. 7. The “Cards” page  
The following card information will be displayed:  
 !    card data:  

o “Number” of card; 
o “Status” - card status; 
o  a full name of a card holder; 
o  the View button to  bring  up  the “Reports”  page  and  generate  a  card  report 
(see subsection 3.8). 

!    the bonus point purse information (if any exists) - the size and the upper limit; !    
the following information regarding each purse on the card:  
 o  a supplied service and its unit;  

o  a service scheme;  
o  a balance (a purse balance); o  
an overdraft;  
o  a purse limit - its amount, category and type.  

3.6   Points of sale  
The “Points of sale” page (see Fig. 8) comprises a list of POS for the user’s cards; the POS are set in 

OC. The following data on each POS is available: the number of the acquirer and its branch - POS owner, POS 
number, name and address.  

 
 
 
 
 
 
 

Fig. 8. The “Points of sale” page  
 
Notes:  

1.   A displayed POS list may be incomplete.  

2.   POS can be sorted by number or name.  
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The sorting order and the list elements are set by the System administrator.  

 
3.7   Help  
This page provides only reference information. A list of records it displays may be divided into to two 

parts for convenience:  
!    description   of   service  (transaction)   types   displayed   on   the  “Reports”   page  
(see subsection 3.8). The description is entered by the System administrator;  
!    records added by the System administrator as reference information. They are displayed at the 
bottom of the list and available only on this page.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 9. The “Help” page  

3.8   Creating RR requests  
The “Create RR request” page (see Fig. 10) enables generating remote recharge requests. The 

purpose of RR is loading card purses when making a purchase without submitting the card to OC.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 10. The “Create RR request” window  
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Select a required card from the “Card #” drop down list. If a user signed in under the card holder’s login 
with the “only to own cards and all client’s accounts” access level, the list will include only cards he is entitled 
to hold.  

Select a service (card purse) from the “Service” list. The list represents accounts balances as well; an 
account balance restricts a RR amount. The balance is calculated applying the formula:  

Account balance = Balance in OC + S short term credits - S RR requests, where:  

!    Balance in OC - a service account balance in OC;  
!    S short term credits - a total amount of short term credits granted for the service account;  
!    S RR requests - a total RR amount in generated service RR requests under consideration 
(which are neither accepted nor declined).  

Enter a RR value (an integer) in the “Amount” text field.  

Notes:  
1.   The “Service” list includes only services (card purses) with opened accounts.  

4.   All displayed parameters and their values in this window are valid as for the last data 
interchange session between OC and WEB and may differ from the actual ones.  

After setting all values, click Create RR request . The program will check the set parameters; if they 
are valid, a request will be saved in DB. 

The test verifies if:  
!    all text fields were filled as all of them are required;  
!    the selected service purse is available on the card and operated under an EP scheme (RR  

 are generated only for purses with EP work schemes) (the “Service” text filed);  
 !    the RR amount within the limits of the account balance (the “Amount” text field).  
 If entered data is incorrect, a warning message will appear and a request will not be generated. Cor- rect 
data and click Create RR request once again.  

The number of requests created within a session is limited only to balances of accounts.  

3.9   Viewing RR requests  
A created request is processed by the System administrator who decides weather it should be 

accepted or declined.  
To generate a report on the current status of created requests, open the “View RR requests” window 

(see Fig. 11).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 11. The “View RR requests” window  

To generate a report, do the following:  
1.   Select a required card from the “Card #” drop down list. To ad all cards to a reports, select “All”. 
If a user signed in under the card holder’s login with the “only to own cards and all client’s accounts” 
access level, the list will include only cards he is entitled to hold.  
2.   Mark request statuses to be represented in a report. You may use click Select all , 
Deselect and Invert selection buttons as well. To mark all statuses, click Select all ; to un- 

mark all, click Deselect ; to change marks, click Invert selection 
A generated request can possess one of the following statuses: 

o “Created” - a request was generated on the “Create RR request” page; 
o “Sent to OC” - a request was generated and sent to OC; 
o “Received in OC” - a request reception confirmation is got from OC; 

 
Personal Web Suite (PWS) Web service. OC Version: 2.2.0.0 12/16 

Redan copyright  
This document may not be distributed to third parties without prior written consent issued by Redan  



 

User's Instruction  
 
 

o “Accepted” - a request was generated, sent and accepted (either automatically or by 
the System administrator); 
o “Rejected” - a request was generated, sent but was declined (either automatically or by 
the System administrator). 

For a rejected request,  a reason is displayed in the report’s “Reason for rejection” column 
(see Fig. 12). A request can be rejected for the following reasons: 

o “Account funds insufficient” - the account balance is less than the RR amount; 
o “This is not EP” - the EP work scheme has changed for a limit one since RR was gen- 
erated; 
o “Purse was not found” - the purse for which RR has been generated was deleted from 
the card; 
o “Card is inactive” - the “Active” card status changed; 

3.   Select a required service from the drop down list. A report can be created for a definite service 
as well as for all services.  
4.   Set a request period. Requests dated within the set period will be added to a report.  
5.   Set a sorting order using the “Sort by” radio button: by a card number and then - by a service 
number or visa versa.  

After setting all parameters, click Generate a report . A report is created in a new window 
(see Fig. 12). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 12. Report on created RR requests 

To print a report, click Print . To go back to report generation parameters, click New report . 
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3.10 Reports  
Parameters applied to generate reports on services supplied to a user are set on the “Reports” 

page (see Fig. 13).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 13. The page of report generation options  
To generate a report, do the following:  

1.   Select a required card from the “Card #” drop down list. Should a report on all client’s cards be 
created, select the “All” item. If a user signed in under the card holder’s login with the “only to own 
cards and all client’s accounts” or “only to own cards” access level, the list will include only cards 
he is entitled to hold.  
2.   Mark  transaction  types  to  be  added  to  the  report.  You may  use  click Select  all , 
Deselect and Invert selection buttons as well. To mark all types, click Select all ; to unmark 

all, click Deselect ; to change marks, click Invert selection . 
3.   Select a required service from the drop down list. A report can be created on each service 
separately as well as on all available services.  
4.   Select a service payment currency (either a service or a currency purse may be used); only 
services paid with the selected currency will be added to the report. If the selection is not necessary, 
set “All”.  
5.   Select   POS  (POS  in  the  drop   down   list   are  sorted   in  the  same  order   as  on  
the “Points of sale” page - see subsection 3.6, p. 10); if POS need not be selected, set “All”.  
6.   Set a report period.  
7.   Set a sorting order using the “Sort by” radio button; data in a report may be sorted by card 
number and by transaction date or visa versa.  
8.   Mark the “Show” checkbox in the “Total services” section to display separately data on the 
amount and cost for each selected service within the report period.  

Note.  
The lists of transaction types and points of sale may be incomplete. They are set by the System 
administrator.  

The System imposes the following restrictions depending on the user’s access level:  
!    for a user logged in as a holder with the “only to own cards and all client’s accounts” access  
level:  

o  only cards the user is entitled to hold may be selected from the “Card #’ drop down list;  
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o  if the “All” item is selected from the “Services” list, a report will be created on operations  
 with all client’s accounts and only with cards the user is entitled to hold.  
  !    for a user logged in as a holder with the “only to own cards” access level:  
 o  only cards the user is entitled to hold may be selected from the “Card #” list;  
 o  if the “All” item is selected from the “Services” list, operations only with the cards he is  
 entitled to hold will be presented in the report (including operations with cards’ accounts).  A generated 
report (see Fig. 14) is displayed in a new window:  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 14. A report  

To create a report applying other parameters, click New report . The System will go to the page of 
report generation options (see Fig. 13). 

Note. 
Operation signs (plus or minus) are set by the System administrator. 

To print a report, click Print . 
A report to be printed (see Fig. 15) can be viewed in a separate window and then a standard print 

window appears.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 15. A printed report  
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3.11 Password change  
A client can change a password for Web service. To do this, select the “Change password” item in the 

main menu; the “Password change” page will open (see Fig. 16).  
 
 
 
 
 
 
 
 
 
 
Fig. 16. The “Password change” window  

To change a password, do the following:  
!    enter an existing (previously set) password; !    
enter a new password;  
!    repeat the new password.  

To activate a new password, click OK . Otherwise click Cancel . The System main page will ap- 
pear. 

If a field on the password change page is not filled, the following message will follow: “Not filled 
obligatory field:”. The message will appear for each blank field.  

If a new password is shorter than 5 symbols, the “Password length minimum 5 symbols” message will 
appear.  

If the existing password was entered incorrectly, the “Expired password invalid” message will appear. If a 
new password was re-entered incorrectly, a relevant message will follow.  
Note.  

Only the System Administrator may change the System access password without submitting the 
existing one.  

 
 
 
The developer reserves the right to make changes to the System (software,  
 Module or others) without notifying the users  
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